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Introduction:
As reliance on electronic technology continues to develop, it is incumbent upon the University to provide, to every extent possible, for security of data as it is collected, stored, or used by anyone.  Information Technology has an obligation to ensure appropriate security for information technology data, equipment, and processes in its domain of ownership and contol.

Policy:

Each member of the campus community is responsible for the security and protection of electronic information resources over which he or she has control. Resources to be protected include networks, computers, software, and data. The physical and logical integrity of these resources must be protected against threats such as unauthorized intrusions, malicious misuse, or inadvertent compromise. Activities outsourced to off-campus entities must comply with the same security requirements as in-house activities.
Definitions:
Security is “the state of being free from unacceptable risk.”  The risk in information technology concerns several categories of losses.

· Confidentiality of information

· Integrity of data

· Assets

· Efficient and Appropriate Use

· System Availability

Confidentiality refers to the privacy of personal or University information.  This includes issues of copyright.

Integrity refers to the accuracy of data.  Loss of data integrity may be gross and evident as when a computer disc fails, or it may be subtle as when a character in a file is altered.
Assets that must be protected include:

· Computer and Peripheral Equipment

· Communications Equipment

· Computing and Communications Premises

· Power, Water, Environmental Control

· Communications Utilities

· Supplies and Data Storage Media

· System Computer Programs and Documentation

· Application Computer Programs and Documentation

· Information

Efficient and Appropriate Use ensures that University IT resources are used for the purposes for which they were intended, in a manner that does not interfere with the rights of others.

Availability is concerned with the full functionality of a system,  e.g. finance or payroll, and its components.

The potential causes of these losses are termed threats.  These threats may be human or non-human, natural, accidental, or deliberate.

Reasons for Information Technology Security:
Confidentiality of information is mandated by common law, formal statute, explicit agreement, or convention.  Different classes of information warrant different degrees of confidentiality.
The hardware and software components that constitute the University’s IT assets represent a sizable monetary investment that must be protected.  The same is true for the information stored in its IT systems, some of which may have taken huge resources to generate, and some of which can never be reproduced.

The use of University IT assets in other than a manner and for the purpose for which they were intended represents a misallocation of valuable Univeristy resources, and possibly a danger to its reputation or a violation of law.

Finally, proper functionality of IT systems is required for the efficient operation of the University and are of paramount importance to the mission of the University. 

Roles and Responsibilities:
Responsibilities range in scope from security controls administration for a large system to the protection of one’s own access password.  A particular individual often has more than one role.

Administrative Officials, individuals with administartive responsibility for campus organizational units and individuals having functional ownership of data must

· identify the electronic information resources within areas under their control,
· define the purpose and function of the resources and ensure that requisite education and documentation are provided to the campus as needed,
· establish acceptable levels of security risk for resources by assessing factors such as

· how sensitive the data is, such as research data or information protected by law or policy,

· the level of criticality or overall importance to the continuing operation of the campus as a whole, individual department, research projects, or other essential activities,

· how negatively the operations of one or more departments would be affected by unavailability or reduced availability of the resources,

· how likely it is that a resource could be used as a platform for inappropriate acts towards other entities,

· limits of available technology, programmatic needs, cost, and staff support.

Providers, inidividuals who design, manage, and operate campus electronic information resources, such as project manager, system designers, application programmers, or system administrators, must

· become knowledgeable about relevant security requirements and guidelines,
· analyze potential threats and the feasibility of various security measures in order to provide recommendations to administrative officials,

· implement security measures that mitigate threats, consistent with the level of acceptable risk established by adminstrative officials,

· establish procedures to ensure that privileged accounts are kept to a minimum and that privileged users comply with privileged access agreements,

· communicate the purpose and appropriate use for the resources under  their control.

Users, individuals who access and use campus electronic information resources, must

· become knowledgeable about relevant security requirements and guidelines,

· protect the resources under their control, such as access passwords, computers, and data they download.

Key Security Elements:
Logical Security:
Computers must have appropriate software security patches, commensurate with the identified level of acceptable risk.

Adequate authentication and authorization functions must be provided, commensurate with appropriate use and the acceptable level of risk.
Attention must be given not only to large systems but also to small computers, which could constitute a threat to resources.

Physical Security:
Appropriate controls must be employed to protect physical access to resources, commensurate with the identified level of acceptable risk.  These may range from extensive security installations to protect a room or facility where server machines are located to simple measures taken to protect a user’s display screen.

Privacy and Confidentiality:
Applications must be designed and computers must be used so as to protect the privacy and confidentiality of the various types of electronic data they process, in accordance with applicable laws and policies.

Users who are authorized to obtain data must ensure that it is protected to the extent requred by law or policy after they obtain it.  For example, when sensitive data is transferred from a well-secured server or mainframe system to a user’s location, adequate security measures must be in place at the destination computer to protect this “downstream data.”

Technical staff assigned to ensure the proper functioning and security of University electronic information resources and services are not permitted to search the contents of electronic communications or related transactional information.  For example, any scanning of network traffic to detect intrusive activities must follow established campus guidelines or organizational procedures to ensure compliance with laws and policies protecting the privacy of the information.

Compliance with Law and Policy:
FERPA
Annually, Marywood University informs students of THE FAMILY EDUCATION RIGHTS AND PRIVACY ACT OF 1974 (FERPA), which affords students certain rights with respect to their education records. They are:

· Inspect and review the student's education records within 45 days of the day the University receives a request for access.
Students should submit to the registrar, dean, head of the academic department, or other appropriate official, written requests that identify the records(s) they wish to inspect. The University official will make arrangements for access and notify the student of the time and place where the records may be inspected. If the records are not maintained by the University official to whom the request was submitted, that official shall advise the student of the correct official to whom the request should be addressed.

· The right to request the amendment of the student’s education records that the student believes is inaccurate or misleading. 
Students may ask the University to amend a record that they believe is inaccurate or misleading. They should write the University official responsible for the record, clearly identify the part of the record they want changed, and specify why it is inaccurate or misleading. If the University decides not to amend the record as requested by the student, the University will notify the student of the decision, and the vice president of the area concerned will advise the student of his or her right to a hearing regarding the request for amendment. Additional information regarding the hearing procedures will be provided to the student when notified of the right to a hearing.

· The right to consent to disclosures of personally identifiable information contained in the student's education records, except to the extent that FERPA authorizes disclosure without consent.
Exceptions include disclosure to personnel within the institution who are acting in the student's educational interest, to officials of other institutions in which the student seeks to enroll, to persons or organizations providing the student financial aid, to accrediting agencies carrying out their accreditation function, to persons in compliance with a judicial order, and to persons in an emergency in order to protect the health or safety of students or other persons.

· The right to file a complaint with the U.S. Department of Education concerning alleged failures by Marywood University to comply with the requirements of FERPA. The name and address of the Office that administers FERPA is:
Family Policy Compliance Office
                                 U.S. Department of Education
                                 400 Maryland Avenue, SW 
                                 Washington, DC 20202-4605

Copies of the full policy, including a directory of education records maintained on students in this institution is posted on the Registrar's Bulletin Board on the first floor of the Liberal Arts Center.


Definition of Directory Information

Marywood University hereby designates the following categories of student information as public or "Directory Information." Such information may be disclosed by the institution for any purpose, at its discretion. 

     Category I Name, address, telephone number, e-mail address, dates of attendance, class

     Category II Previous institution(s) attended, major field of study, awards, honors, degree(s) conferred (including dates).


Currently enrolled students may withhold disclosure of any category of information under the Family Educational Rights and Privacy Act of 1974. To withhold disclosure, written notification must be received in the Office of the Registrar prior to September 22, 2008. Forms requesting the withholding of "Directory Information" are available in the Office of Academic Records.

Marywood University assumes that failure on the part of any student to specifically request the withholding of categories of "Directory Information" indicates individual approval for disclosure.

MARYWOOD STUDENTS MAY BE ASSURED THAT EVEN WITH THEIR PERMISSION; DIRECTORY INFORMATION IS DISCLOSED ONLY ON RARE OCCASIONS. THE POLICY OF MARYWOOD UNIVERSITY ALLOWS THE DISCLOSURE OF SUCH INFORMATION TO NON-INSTITUTIONAL PERSONNEL ONLY FOR SERIOUS REASON AND AT THE DISCRETION OF THE PERSON RESPONSIBLE FOR THE STUDENT RECORD INVOLVED.

HIPAA PRIVACY PRACTICES

The Heath Insurance Portability and Accountability Act of 1996 (HIPAA) requires that health plans protect the confidentiality of private health information. A complete description of rights under HIPAA can be found in the Plan’s notice of privacy practices. For a copy of the notice, if you have questions about the privacy of your health information, or you wish to file a complaint, contact the Privacy Officer, Patricia E. Dunleavy, Assistant Vice President for Human Resources.

Campus departments, units, or groups should establish security guidelines, standards, or procedures that refine the provisions of this policy for specific activities under their purview, in conformance with this policy and other applicable policies and laws. 

Policies that apply to all campus electronic information resource security include, but are not limited to, Marywood University Electronic Communications Policy and the Conditions of Computer Use Policy. Federal and state laws prohibit theft or abuse of computers and other electronic resources.
Representative Activities specifically prohibited under this policy:
· Interfering with, tampering with, or disrupting resources
· Intentionally transmitting any computer viruses, worms, or other malicious software
· Attempting to access, accessing, or exploiting resources one is not authorized to access
· Knowingly enabling inappropriate levels of access or exploitation of resources by others,

· Downloading sensitive or confidential electronic information and/or data to computers that are not adequately configured to protect it from unauthorized access.
· Disclosing any electronic information and/or data that the individual does not have a right to disclose.

Enforcement:

Insufficient security measures at any level may cause resources to be damaged, stolen, or become a liability to the campus.  Therefore, responsive action may be taken; for example, if a situation is deemed serious enough, computer(s) posing a threat will be blocked from network access.

Administrators, faculty and staff members, students, and all others, whether on or off campus, are responsible for adhering to this policy.  The University reserves the right to monitor network traffic, perform random audits, and take other steps to insure compliance with this policy.  All users who violate this policy may be subject to restrictions.  Employees and students may be subject to other disciplinary action, including termination of employment or student enrollment.

The University and its component shall comply with all applicable federal, state, or local statutes, regulations, and ordinances, as they may be amended from time to time, relating to the privacy rights of students, including but not limited to the Family Educational Rights and Privacy Act (FERPA), the Health Insurance Portability and Accountability Act of 1996 (HIPAA), and Graham-Leach-Bliley Act.
Resources:
Contacts:
Questions about this Policy or other campus electronic information resource policies 

may be directed to Information Technology: projectoffice@marywood.edu
Report network security incidents to Information Technology: itsecurity@marywood.edu
For Marywood University Policies and Procedures: 
http://www.marywood.edu/policy/
For reports about general computer use violations see "Conditions of Computer Use at: 
http://www.marywood.edu/policy/detail.html?id=95039&crumbTrail=Conditions%20of%20Computer%20Use&pageTitle=Policies%20and%20Procedures%20Manual:%20Conditions%20of%20Computer%20Use
For National Standards to Protect the Privacy of Personal Health Information (HIPAA): http://www.hhs.gov/ocr/hipaa/
For Family Educational Rights and Privacy Act (FERPA): http://www.ed.gov/policy/gen/guid/fpco/ferpa/index.html
Related Documents:

· Policy – Security for Administrative Computing User Passwords

· Policy – IT Purchasing

· Policy – Conditions of Computer Use

· Policy – IT Physical Security

· Policy – Supported Technology

· Policy – IT Overtime Work
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